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INTRODUCTION
Introduction and Scope
Financial markets are, to a great extent, based on 

market participants’ confidence. Business activi-

ties of Sberbank Europe (hereinafter referred to as: 

SBEU) therefore should be characterised by fairness 

towards other market participants. Sberbank’s busi-

ness success ultimately depends on a solid, trusting 

relationship between clients, credit institutions and 

employees. SBEU is deeply committed to the preser-

vation of its Group’s reputation and integrity and to 

reduce compliance risk by complying with all laws, 

regulations and ethical standards applicable to our 

businesses in all our markets.

Each employee must ensure that he/she adheres 
to all applicable national and supranational law 
and internal regulations.

This Code applies to all employees of SBEU, including 

temporary employees and contractors.

Sberbank Europe Compliance Arrangement
The Compliance department of each SBEU subsidiary 

bank assists the Management Board in controlling 

compliance risks. Each SBEU subsidiary bank has an 

appointed Chief Compliance Officer who reports to 

the Management Board of the respective bank or 

alternatively to one of the local Board Members. Ulti-

mate collective responsibility for Compliance in SBEU 

subsidiaries rests with the Sberbank Europe AG (her-

einterafter: SBAG) Management Board. The Compli-

ance department of SBEU is responsible for the Code 

of Conduct. The Management Board of each SBEU 

subsidiary has ultimate responsibility for Complian-

ce in their country.

Applicable Regulations of Sberbank Europe AG
The Code of Conduct implements the relevant provi-

sions of the Austrian Securities Supervision Act 2007 

(WAG 2007/WAG 2018), The Austrian Stock Exchange 

Act (BörseG), the Austrian Banking Act (Bankwesen-

gesetz - BWG), the Standard Compliance Code of the 

Austrian banking industry (SCC) as well as the EU 

directives (in particular Market Abuse Directive – 

MAD; Markets in Financial Instruments Directive – 

MiFID II) and their implementing rules.

Authority and Registration
In many countries of its presence, Sberbank requires 

regulatory approval before starting business activi-

ties. The Management Board in each SBEU subsidiary 

bank should ensure that the appropriate regulato-

ry approvals or licenses are held. In particular, the 
Management Board must ensure any new areas 
of business or products are covered by existing 
approvals or licences, or appropriate new ones are 
obtained before commencing new activities.

What does it mean for me as an employee?

You should be aware of which Sberbank Europe legal entity 
you are representing in your day-to-day activities. Notably, 
you should comply with any legal, regulatory and/or internal 
limitations on your authority to enter into any legally 
binding commitments on behalf of the respective Sberbank 
Europe entity. Amongst other, you should also understand 
the stipulated reporting lines and if applicable, supervisory 
responsibilities.
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SBERBANK 
BUSINESS 
PRINCIPLES
All SBEU employees have a positive duty to know, 

understand and comply with Compliance guidelines 

and procedures. However, the most important rule  

employees should always have in the forefront of 

their mind: never put the bank’s or your integrity 

at risk, even if you think it would help our 
business, nor act in any way that might give the 
appearance to others that you may have acted in 
an improper manner.

Our values are our guidance that helps us making right decisions in any situation.

I am a Leader
• We take responsibility for our actions and for what    

   is happening around us.

• We give our best effort.

• We continuously develop and improve ourselves, 

   the bank and our environment.

• We are honest with each other and with our clients.

We are a Team
• We gladly help each other, working to achieve a 

   common goal.

• We are open and trust our colleagues.

• We respect each other.

• We help our colleagues grow and develop.

All for the Customer
• All our activities are built around clients and are in 

   their interests.

• We aim to surprise and delight clients with the 

   quality of our services and attitude.

• We exceed client expectations.

Sberbank Europe corporate values
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The Code of Conduct of Sberbank Europe contains both the Code of Corporate Ethics and the Compliance Code of 

Conduct and must be handled as one document (hereinafter called: ‘The Code’).

Code of Ethics
Sberbank Code of Corporate Ethics contains the stan-

dards of behaviour existing within the bank which are 

based on our mission and values, ensuring an honest 

and fair attitude to the members of our team, clients, 

partners, as well as compliance with laws and inter-

nal policies.

The Code will help you, as an employee, to promptly 

identify situations which contradict Sberbank’s ethi-

cal principles. The Code will give you the information 

on what to do if you have doubts as to whether the 

behaviour is ethical or not.

Remember that daily work of each of you, your ac-

tions and decisions influence the attitude to the bank 

and its reputation.

Furthermore, Sberbank Europe commits towards a 

low-carbon, resource efficient and climate-resilient 

economic system and the responsibilities of the fi-

nancial industry.

Compliance Code of Conduct
The Compliance Code of Conduct informs you about 

Sberbank’s Compliance policies and procedures and 

the legal regulatory framework within which SBEU is 

operating.

The Code specifies the rules on personal transactions 

(employee transactions), the passing on of informa-

tion in SBEU subsidiary banks between departments 

of the respective bank, the provisions and measures 

against insider trading and market manipulation, the 

notification obligations of the relevant persons, the 

acceptance and granting of personal benefits as well 

as measures in connection with conflicts of interest.

It also contains key regulatory requirements linked 

to the prevention of money laundering, terrorism fi-

nancing, sanctions risk management and data pro-

tection.

Who is Covered by the Code?
The Code applies for each employee of SBEU: for all 

the bank’s employees regardless of their position and 

the members of the Supervisory Board from the time 

of joining Sberbank or accepting a Sberbank manda-

te. We welcome and encourage partners, counter-

parties and clients of Sberbank Europe who follow 

THE CODE OF 
CONDUCT OF
SBERBANK EUROPE
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the ethical standards adopted in the bank. If you in-

volve third parties in working with Sberbank Europe, 

make sure that the partner has a reputation of inte-

grity and shares the business principles set out in the 

Code.

The Code sets out the standards of business

ethics and behaviour for all companies of SBEU

regardless of their location. SBEU subsidiaries

can develop their own Codes based on the provi-

sions of the Code and the applicable legislation.

Comply With the Code – Take the Right Actions

SBAG operates in many European countries. Our 

team members are citizens of several countries, 

therefore the bank’s activities are governed by vari-

ous laws, customs and cultures.

In our work we must comply with all applicable local 

laws and regulations in addition to the Code. Compli-

ance with the provisions of the Code is mandatory for 

all employees of Sberbank, it is an essential condition 

of our work. If local legislation allows to follow this 

Code – please do so. If local legislation and the Code 

contradict each other, please comply with the re-

quirements of the local legislation.

Responsibilities

Employees

As a general rule, do speak up. As an employee, you 

are responsible for alerting your manager, the local 

Compliance department or Internal Audit about ac-

tual or potential violations of laws, regulations and 

internal guidelines that come to your attention. You 

should refer to the whistleblowing procedure out-

lined in the Group Regulation on Compliance Risk 

Management and Conflicts of Interest.  As an em-

ployee you are individually responsible for exercising 

good judgement and applying high ethical standards 

to your daily work. You act within both the letter and 

spirit of the laws and regulations that govern Sber-

bank Europe’s day-to-day business.

AS AN EMPLOYEE, YOU NEED TO:
Comply with the legal requirements. If you notice 

that any legal requirement is not fulfilled or if you 

are asked to do something that, in your opinion, may 

cause a violation, tell your immediate superior about 

it or report it to your local Compliance Officer. 

In addition:

• Familiarise yourself with the provisions of the Code 

and follow them in your everyday work avoiding in-

appropriate behaviour;

• Complete training courses on issues of the Code or-

ganised by the bank;

• Comply with and know the provisions of internal re-

gulations relating to your work. Of course, you may  

not know the provisions of all the bank’s regulatory 

documents by heart, but you must understand the 

principles outlined in a document and know which 

document to use for reference, if necessary;

• Treat colleagues with respect and provide assis-

tance to new employees;

• Perform duties well and in due time, aim to find an 

optimal solution, be responsible for the result of your 

work;

• Admit your mistakes, report them to executives 

and colleagues in order to minimise possible negati-

ve outcomes;

• Assist the bank in investigating possible violations;

• Ask for help from your line manager or from your 

local Compliance department if you have questions 

regarding the application of the Code or doubts as to 

whether ethical principles are being followed. If you 

asked your immediate superior but the issue was not 

resolved, you will find a detailed description of other 

ways to report the problem set out further in the 

Code.

Management Board (“Tone of the 
Top”)

As member of the Management Board, you should 

ask yourself:

What does it mean for me as an employee?

We aim to work with clients, counterparties, partners and 
colleagues in an honest and open manner. No employee is 
allowed to use his or her position for his or her benefit, as well 
as dishonestly gain an advantage to himself or herself or to 
other parties.
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As an Executive, do I create an atmosphere of trust among 

the staff in which any ethical issues can be discussed?

The bank’s Executives have additional responsibility 

for creating and maintaining the culture and behavi-

our in which employees know and understand their 

duties and feel unhindered to report their doubts and 

problems.

EXECUTIVES OF ANY LEVEL SHALL:
• Give an example of following Sberbank’s ethical 

principles;

• Explain the provisions of the Code to the subordina-

tes and ensure that they understand and follow the 

principles set out in it. Moreover, emphasize is on the 

fact  that commercial and financial results cannot be 

more important than ethical behaviour and com-

plying with the set Compliance minimum standards;

• Create an atmosphere of open communication 

among the employees, where every employee feels 

comfortable to bring up any issue for discussion;

• Not give employees orders which do not meet the 

requirements of the legislation, the Code or other 

principles of business ethics and integrity;

• Ensure active cooperation of subordinates with the 

bank’s subdivisions regarding ethical and Complian-

ce issues, provide assistance for employees who act 

in good faith bringing ethical questions up for discus-

sion;

• Take immediate measures to eliminate any violati-

on of the business principles, including ethical princi-

ples and Compliance minimum standards; 

• Consider employees’ compliance with the Code and 

their contribution to developing a culture of ethical 

correctness in the bank, when assessing them.

Q: What does the term “atmosphere of open communicati-

on” mean?

A: An atmosphere of open communication among the em-

ployees is an atmosphere of openness and sincerity in which 

employees are encouraged to discuss any ethical issues and 

executives consider their opinion. At the same time, the 

term does not mean that one may disclose internal, busi-

ness, confidential, insider, personal and other classified in-

formation of the bank, its clients and third parties.

B-1 Managers

B-1 Managers are responsible for the effective day-to-

day supervision of their team members or for whom 

they are responsible. They should follow the princip-

les outlined for the Management Board. 

Risk Management Functions 

Independent control functions such as local 

representatives of Audit, Legal, Compliance 

department, Operational Risk Management, 

Credit Risk Management and Market Risk 

Management are responsible for assisting the 

Top Management in establishing an efficient 

and effective control environment as well as a 

disciplined business operation. These functions are 

not, and are not intended to be, a substitute for 

effective managerial supervision within individual 

businesses.

The Three Lines of Defence

The measures and responsibilities of Compliance 

risks are organized around the Three Lines of 

Defence: Business Management, the Compliance 

Risk Management function and internal Audit. The 

Three Lines of Defence model distinguishes among 

functions that own and manage risks, functions that 

oversee risks and functions that provide independent 

assurance.

1. Business Management: the first line of defence 

develops and implements mitigation activities, 

including monitoring and reporting, for managing 

Compliance risks in business activities. Business line 

managers have primary responsibility for day-to-

day risk management and bear the consequences of 

losses.

2. Compliance as a Risk Management function: 

the second line of defence partners with Legal 

department to identify relevant Compliance Risk 

related to legislation, regulations and standards. 
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It translates the relevant legislation into compliance 

obligations and assists Management to identify its 

Compliance Risks. It works with other second line of 

defence functions to provide objective challenge and 

support, escalating matters when necessary to help 

optimise the trade-off between risk and reward. 

3. Internal Audit: the third line of defence provides 

Top Management with independent, objective as-

surance on the overall effectiveness of the design and 

operation of internal controls (mitigation activities 

and tracking as well as monitoring activities perfor-

med by the first and second lines of defence).

General Compliance Terms

Money Laundering, 
Client Onboarding

By laundering money, criminals try to conceal the 

true nature, origin and ownership of the proceeds of 

their criminal activities and to disguise it in order to 

hide all traces of its criminal origin, e.g. by passing 

them through the legitimate banking and financial 

services system. If undertaken successfully, it allows 

criminals to maintain control over those proceeds 

providing them with a legitimate cover for the sour-

ce of their income. All SBEU subsidiaries shall imple-

ment policies and procedures according to the Group 

Guideline Prevention of Money Laundering and Ter-

rorism Financing.

Fraud

Fraud is defined within SBEU as the deliberate abuse 

of procedures, systems, assets, products and/or ser-

vices in SBEU by those who intend to deceitfully or 

unlawfully benefit themselves or others in and out-

side the organization. Each SBEU subsidiary bank has 

to appoint a local Anti-Fraud Officer, and implement 

the Group Regulation for Fraud Prevention.

Sanctions

SBEU subsidiary banks must not knowingly structure 

transactions for their clients in a way that would re-

sult in the avoidance of sanction prohibitions or res-

trictions, or result in the concealment of (potential) 

sanction breaching activities. All SBEU subsidiary 

banks must follow the Group Regulation for Sanc-

tions. As an employee, always contact the local Com-

pliance department in case of any doubts regarding 

sanctions during your daily work.

Payments Through Suspense 
Accounts

Payments through suspense accounts must be 
avoided at all times. If it is impossible to do a pay-

ment without a suspense account, the payment has 

to be done in a way that prevents SBEU subsidiary 

banks from sending inaccurate originator informati-

on to their correspondent banks.

In principle, international payments are not initiated 

through suspense accounts if these payments are on 

behalf of SBEU clients.
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In exceptional cases, when international payments 

are performed on behalf of clients using suspense ac-

counts (e.g. when there is no other solution):

a) The true originator information must be included 

in the payment message;

b) The approval of next level management is to be ob-

tained;

c) Complete documentation on the payment is to be 

kept, in order to demonstrate the rationale behind 

performing the exceptional transaction. In the even-

tual case of sanctions related risks, the advice of the 

local compliance department must be stored.

International Payments

All incoming and outgoing international payments 

have to be screened against all applicable lists. All 

transactions and related information (screening 

evidence) must be archived to secure full and 

sufficient audit trail. 

Adequate control has to be in place at the points of 

all manual interventions to prevent that payment in-

formation is altered/deleted for the purpose of con-

cealing information.

Documentary Trade

SBEU must ensure transparency in transaction struc-

tures. In the daily business SBEU must prevent the 

possible use of transaction structures by preventing 

a filtering hit or otherwise circumvent sanctions sys-

tems, e.g. by not including the ultimate destination 

or the origin of the goods.

Securities Compliance
Capital Market Compliance specifies the rules on 

“Chinese Wall structures”, investment advice, perso-

nal transactions (employee transactions), the pas-

sing on of information within SBEU, the provisions 

and measures against insider trading and market 

manipulation, the notification obligations of the 

relevant persons, the acceptance and granting of 

personal benefits as well as measures in connection 

with conflicts of interest.

Complaint management is described in the Comp-

laints Management Group Guideline.
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SUSTAINABILITY
Sberbank Europe AG recognizes that long-term 

sustainable business development depends on the 

achievement of global social, environmental and 

economic objectives and the transition to a new, 

more sustainable economic model that is possible 

through ESG transformation.

Our systemic approach to the integration of ESG fac-

tors and sustainability aspects in all operating areas 

is reflected in a multi-tier architecture covering all 

the components required for the effective attain-

ment of the goals and commitments in long-term 

sustainability and improvement in the ESG aspects. 

Sberbank´s ESG transformation concept:

The adoption of the United Nations (“UN”) 2030 

Agenda for Sustainable Development on 25 Septem-

ber 2015 and the signing of the Paris Agreement on 

Climate Change on 12 December 2015 sent a strong 

global message on the necessity to fight climate 

change by establishing binding collective commit-

ments towards a low-carbon, resource efficient and 

climate-resilient economic system. And the financial 

industry will have a key role to play in achieving these 

goals. 

Our goal is to continue further 
transformation to support sus-
tainable economy in our markets 

of presence, support society and 
protect environment, based on respect and coope-

ration with our stakeholders, partners, investors and 

employees. We at Sberbank Europe AG are setting a 

clear commitment to strengthening the Sustainable 

finance global initiative and by acting sustainably in 

all aspects of our operations we integrate the social, 

environmental and corporate governance responsi-

bility into all areas of Sberbank Europe AG's work. 

We are committed to developing the social and 

environmental agenda and improve governance 

practices in order to meet expectations from the glo-

bal market on complying with the ESG criteria. 
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According to the Sberbank Europe 

ESG&Sustainability model, we dis-

tinguish six main focus areas which 

are organized in a matrix model. On 

one axis we have the business oriented part of Res-

ponsible Financing and organization oriented Corpo-

rate.

To structure its activity, Sberbank Europe AG assigns 

on the other axis three topics which comply with the 

sustainable development and ESG framework:

1. Environmental awareness (E)

2. Social accountability (S)

3. Governance, ethics, compliance and security (G)

Building upon the values and the 

mission of Sberbank Europe AG and 

complying with sustainable de-

velopment standards and internati-

onal principles for responsible financing, at Sberbank 

Europe AG, in our business activities we are:

I. Guided by the priority of creating long-term econo-

mic value for all stakeholders.

II. Respecting engagement, diversity, fairness and 

equality and fostering understanding of different 

cultures.

III. Protecting the environment. 

IV. Developing business models for responsible finan-

cing and effectively managing ESG risks. 

V. Carrying responsibility for the impact we cause 

and ensuring compliance with the applicable laws 

and obligations.

VI. Following ethical business approaches and imple-

menting best practices for corporate governance.

VII. Constantly improving our disclosure and trans-

parency.

The operational streams cover 

many areas including Risk Manage-

ment, Business, and Strategy, Com-

munications, HR, Procurement, Fa-

cility Management, Regulatory reporting and other 

departments. Each plays a significant role in the im-

plementation of Sberbank Europe’s ESG strategy by 

performing relevant sustainable initiatives and de-

tailed action plans, encompassing the relevant trans-

formation goals and tasks. 
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Good deeds are an integral part of our corporate 

culture. Therefore, SBEU actively contributes to so-

cially important projects related to sports, culture 

and art, science and education, charity and volun-

teer programmes. Sberbank Europe considers it its 

duty to help child welfare organisations, health in-

stitutions and non-profit organisations. Charitab-

le projects of SBEU are covered in the SBEU annual 

sustainability report.

SBEU does not participate in the activities of politi-

cal and religious organisations and does not finance 

their activities. Employees participating in political, 

religious or other public activities in their leisure time 

should act only as individuals and not as bank repre-

sentatives.

Campaigning in favour of any political party or can-

didate is prohibited on the bank’s premises, and em-

ployees should not promote their religious views or 

beliefs. 

Employees are prohibited to present gifts, donate to 

political parties or candidates or run entertainment 

events for political parties or candidates for political 

positions, acting on behalf of SBEU.

Art exhibition at the headquarters of Sberbank Europe in Vienna

Participation in Social and Political Activities, 
Charity and Sponsorship

RESPONSIBLE 
LEADERSHIP
Sberbank Group is one of the largest global financial 

institutions. Our shareholders has thousands of em-

ployees, and several million clients in various coun-

tries worldwide. As a result, Sberbank and its net-

work banks bear special responsibility for the manner 

in which their actions may influence the economic, 

social and ecological development of the regions of 

their presence and local communities.

http://www.sberbank.at/sberbanks-sustainability-approach 
http://www.sberbank.at/sberbanks-sustainability-approach 
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Relations with Government Authorities
SBEU’s relations with state authorities and local go-

vernments, bodies of bank regulation and bank su-

pervision are based on the principles of compliance 

with the law, transparency and cooperation. Bank 

employees should be polite and professional, express 

only the official position of the bank and should not 

prevent authorities from conducting formal investi-

gations, if any.

Promoting Economic Advance and 
Social Well-Being

SBEU implements its business objectives ba-

sed on respect for national and cultural cha-

racteristics of the regions of its presence.

We consider it our duty to develop products and 

services which help to address social issues, in-

cluding the development of house financing, 

educationloan loans for young families, special 

products and services for retired persons, the se-

curity of government social and tax payments. 

SBEU pays great attention to the development of 

small business and participation in large infrastruc-

tural projects helping to create new jobs and develop 

the economy of our region. 

Human Rights
“Recognition of the inherent dignity and of the equal and 

inalienable rights of all members of the human family is the 

foundation of freedom, justice and peace in the world.” The 

Universal Declaration of Human Rights.

SBEU respects human rights and recognises their 

importance and universality. We fully support the 

fundamental principles established in the Universal 

Declaration of Human Rights, the Convention for the 

Protection of Human Rights and Fundamental Free-

doms, Declarations and Conventions of the Interna-

tional Labour Organisation and other international 

documents in the field of human rights. 

Our agreement with those principles is reflected 

in our policies and actions towards our colleagues, 

clients, partners and other parties with which we 

cooperate. 

Human rights must be respected in every country, 

under all cultures and in all circumstances.
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Environmental Protection 

We manage our ecological effectiveness — by care-

fully using our natural resources. We aim to reduce 

the usage of electric and thermal energy, water, pa-

per and other resources. We also treat our waste ca-

refully, take measures to sort it, recycle it and make it 

safe. Sberbank regularly conducts information cam-

paigns and actions aimed at increasing environmen-

tal awareness. For more information about SBEU's 

environmental activities, please read our annual 

sustainability report.

Q: Do I contribute to protection of the environment? Do I 

assess the environmental impact of the bank’s investment 

projects?

A: SBEU is proactive in relation to environmental protecti-

on. The bank’s effort in environmental protection aims to 

consistently improve all the environmentally important as-

pects with strict adherence to the law and the limitations 

on negative impact on the environment.

Energy-efficient headquarters of Sberbank Czech Republic
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DISPUTES RELATED 
TO ETHICS AND 
REPORTS OF 
VIOLATIONS
If you are in any doubt about what to do in certain situations, Please ask yourself the following questions:

1. Does this decision or action (inaction) comply with the law, the Ethics Code and other 
internal policies of the bank?

YES NO ASK FOR ADVICE

2. Is this decision or action (inaction) logical and reasonable in terms of the bank’s interests?

YES NO ASK FOR ADVICE

3. Have the interests of all persons who may be affected by the decision, action or inaction been considered 
when making or taking it?

YES NO ASK FOR ADVICE

4. Are you sure that this decision or action (inaction) will not have a negative impact on 
the bank’s reputation?

YES NO ASK FOR ADVICE

5. Will you be able to explain this decision or action (inaction) to colleagues and/or regulators and give rea-
sons for it, including some time after making or taking it?

YES NO ASK FOR ADVICE
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If you answered “No” to any of these questions, 
or if you are not sure that you have made the right 

choice, please discuss possible actions with your su-

perior who will provide you with support.

If you consider that your superior is involved in ille-

gal activities, please consult your local Compliance 

Officer. 

Any employee who asks questions, or would like to 

have a consultation, or reports a violation in good 

faith, acts in compliance with the Code. The bank en-

sures that an employee will not be punished in any 

way reporting a violation in good faith.

All information received from an employee is verified 

confidentially and the identified violations are inves-

tigated in accordance with the procedures establis-

hed by the bank. An employee has the right to remain 

anonymous when giving information in a verbal 

and / or written form.

If an employee was involved in activities which vi-

olate the Code but voluntarily admitted this, such 

actions will be taken into account by the bank when 

considering liability.

However, the employee who deliberately provided 

misleading, false information, could be subjected to 

measures under applicable law.

It can sometimes be difficult to make the right 
choice, this is why we call on everybody to discuss 
ethical issues openly.

Violations to be Reported Immediately

The bank and its Top Management supports an 

atmosphere of trust among the staff so that they 

can discuss any ethical issues. However, there are 

violations which must be reported immediately:

•  Offering or accepting a bribe or the promise to give 

it, any other violations listed in Group Regulation 

on Compliance Risk Management and Conflicts of 

Interest.

•  Cases of fraud;

•  Actions aimed at misreporting;

• Actions involving significant risks of damaging SBEU 

reputation or actions which might cause legal risks 

to the bank such as the infringement of the rights 

of clients and investors, operations involving the 

use of insider information, money 

laundering and financing terrorism;

• Unethical behaviour which causes 

actual or possible harm to an 

employee or the bank, under the 

condition that the information is 

provided only to prevent the harm 

or stop it.

The reporting of violations can 

be done via the BKMS® System 

(Business Keeper Monitoring 

system) or by addressing the local 

Compliance officer / Anti-Fraud 

officer. 

Q: I think that my colleague’s actions violate the Code and 

could damage the bank’s reputation. The colleague gives an 

evasive response to my recommendations of following the 

principles and complying with the Code. I am going to re-

port my suspicions anonymously via the BKMS® System. 

Can I do this?

A: Yes, you must report any incident or possible violations 

of the Code via the BKMS® System or by addressing the 

local Compliance officer / Anti-Fraud officer: by phone or 

email. In case of an anonymous report a sufficient amount 

of information should be provided in order to verify the situ-

ation in due time.
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COMPLIANCE 
WITH ETHICAL 
PRINCIPLES AT THE 
WORKPLACE
As employees of Sberbank Europe, we treasure our 

reputation, we follow ethical principles and dischar-

ge the obligations we assumed at all times and under 

all circumstances. We treat our colleagues, clients, 

partners and any other persons with whom we come 

into contact with respect and good will. We bear the 

responsibility for the outcomes of our work and for 

the surrounding work environment.

Customer Relationship

Clients are the foundation of our business. We work 

to provide our clients with a service based on hones-

ty, transparency and fairness. The key condition for 

developing the bank’s activities is developing our cli-

ents’ business.

We always aim to meet the highest standards of ser-

vice and provide services in a professional manner. 

We take an individual approach to everyone because 

it is important for us to gain the trust and confidence 

of our clients. Each employee of the bank fulfils pro-

mises given to clients and immediately responds to 

requests; bears personal responsi-

bility for the results of work; admits 

the mistakes, learns from them and 

takes measures to perform his or her 

duties well; he/she also provides ac-

curate information that is not mis-

leading for  clients and informs them 

on the  possible risks.

Feedback from our clients is essen-

tial for our development and impro-

vement. Working with enquiries, we 

immediately take measures to solve the problems 

quickly and prevent similar situations from hap-

pening in the future. We greatly appreciate feedback 

on our work and carefully review all comments, as 

this improves the quality of our products and services 

and helps to maintain client loyalty.

When working with our clients’ information, we take 

all necessary measures to protect this information. 

Access to such data is provided only to a limited num-

ber of the bank’s authorised employees if it is neces-

sary for business operations.



19CODE OF CONDUCT OF SBERBANK EUROPE

Q: Discussing a transaction with a client, I realised that the 

client is not fully aware of the risks inherent to a financial 

product. What shall I do?

A: The bank strictly prohibits any actions that may have 

a negative impact on the clients’ financial interests or re-

putation, including the use of the clients’ lack of knowledge 

or his or her limited access to information. This is why you 

must give the client the information on the product and 

mention all its special features.

The Bank as an Employer

The employees of Sberbank Europe are our main 

competitive advantage, hence we strive to make the 

bank a desirable place of employment for people of 

various backgrounds.

The bank strictly abides by the labour law, aims to 

support a reasonable work-life balance of employees, 

and respects their commitments outside the remit of 

their work responsibilities. As we stand on the prin-

ciples of fairness and meritocracy (where under em-

ployees advance primarily through capacity and de-

dication), we guarantee to our team members equal 

opportunities to develop their careers based on the 

assessment of their productivity and commitment as 

well as their personal aspirations.

In the course of such assessment, not only the per-

sonal performance, but also the adherence of our 

employees to our basic values shall be taken into ac-

count. These values are: "All for the client", "We are a 

team", "I am a leader".

We also foster our core competencies: strategic thin-

king, driving change, leadership, responsibility, colla-

boration/teamwork, flexibility, costumer orientation 

and accuracy/quality.

At Sberbank Europe Executives and Managers give 

regular feedback to their subordinates, taking into 

account the aforementioned criteria. To improve 

the social well-being of our employees, we are con-

tinuously strengthening our system of corporate 

benefits. Continuous development is a mandatory 

precondition to our success, hence we are placing 

great significance on professional and personal de-

velopment of our employees. The bank’s aim is to 

provide a wide array of opportunities for training and 

development of professional, leadership and mana-

gerial competencies of its team members.

We encourage employees to work on their self-im-

provement and to strive towards high performance. 

Working Environment
We aim to create and maintain a working environ-

ment which allows each member of our team to un-

lock his or her potential. Our employees express their 

opinions openly, they are not afraid of talking about 

their problems. We admit our mistakes, learn from 

them and take action.

We appreciate working as a team where everyone’s

opinion will be taken into account. We respect the 

views of other people and share knowledge and

Employer branding of Sberbank Europe
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resources to achieve brilliant results, ensure high 

quality of operations and support personal and col-

lective growth. Members of our team treat each 

other asclients within the company - we are open 

and have confidence in each other. 

Creating an atmosphere of understanding and trust, 

as well as maintaining the productivity of the wor-

king environment is our common duty. Obscene, vul-

gar, rude, cruel, discriminatory, aggressive or offen-

sive words, gestures or behaviour are not allowed in 

our team. We appreciate diversity in the membership 

of our team. The bank strictly prohibits any form of 

discrimination, including those based on beliefs, age, 

gender and other characteristics.

Occupational Safety and Health
We take care of the health and well-being of our team 

members, hence ensuring their safety and comforta-

ble work environment, maintaining a healthy lifesty-

le are all our priorities.

SBEU carries out work to evaluate the employees’ 

work environment and take a range of steps to main-

tain security on a high level. That said, security in the 

workplace depends on the competencies of each em-

ployee as well as on the steps taken by the bank to 

ensure it. Even the most important and urgent busi-

ness must be done with strict adherence to the secu-

rity and safety rules.

We believe that a healthy lifestyle is the basis of a 

harmonious development of our employees. For us, 

sports are a means of fostering team spirit and a po-

sitive attitude. Hence, the Sberbank Europe supports 

the efforts of employees to strengthen their own 

health and conduct a healthy lifestyle. 

As an employee, please pay attention to issues re-
lated to workplace and occupational safety. Parti-
cipate in the relevant training courses organised 
by the bank.

Protection of the Bank´s Assets and Thrift

What does it mean for me as an employee?

Always ask yourself these questions: Am I careful with the 
bank’s resources? Do I avoid using the Bank’s resources for 
personal purposes? Didn’t I forget the rules of proper use of 
resources? Do I turn off the water supply, lighting and electrical 
equipment when appropriate?

We firmly believe that all employees of SBEU must 

act in good faith and not allow improper use or 

waste of the bank’s property, business information, 

funds allocated for travel and hospitality expenses.  

SBEU participants at "Winter Sberbankiada 2018"
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First of all, our employees are guided by the bank’s 

funds and cover costs as if we are using our own mo-

ney.

In exceptional cases it is allowed to use the phone, 

fax machine, copy machine, computer, email or simi-

lar bank’s equipment for personal purposes if it is not 

an abuse, does not hinder the performance of duties 

and does not involve illegal activity. We take care of 

the bank’s property as if it were our own.

We maintain confidentiality of the information recei-

ved in the course of our business activities and under-

stand the difference between issues which can be di-

scussed with colleagues only and information which 

can be shared with relatives and friends.

Q: My daughter is presenting a course paper at university. 

Can I print several copies of the document at work using a 

printer and paper from the office?

A: No, the paper and printer are the bank’s property.

Work with Close Relatives
Q: Do I need to disclose that my relati-

ves are working for the bank and I colla-

borate with them?

A: In most cases, work with close relati-

ves is not prohibited. However, in order 

to minimise the risk of a conflict of inte-

rest, the bank adheres to the principle of 

limiting collaborative work between clo-

se relatives, and prohibits protectionism 

based on family relations.

Collaborative work between close 

relatives who are in the direct or 

functional subordination is prohi-

bited, as well as in other cases of 

potential conflict of interest is per-

mitted only by the decision of the Chief Compliance 

Officer.

It is, therefore, important to inform the local Com-

pliance and HR department in case close relatives 

would work for Sberbank Europe in order to define 

any possible conflicts of interest with regards to their 

positions.

Outside Employment, Participation 
in Third Parties
Q: Which measures shall I take when I hold a significant 

participation (above 25%) in a company, but do not hold a 

position within that company?

A: For such a case, special transparency rules apply if: 

• the company enters into a business relationship with a 

SBEU subsidiary or enters into a tender process with a 

SBEU subsidiary.

• the company is or intends to become a client of any SBEU 

subsidiary.

Q: Am I allowed to hold a secondary occupation, besides my 

employment at Sberbank Europe AG?

A: An occupation outside of your business activity may be 

allowed under certain conditions, after you have followed 

the predefined procedure and obtained the necessary writ-

ten permissions.
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Use of the Services of the Bank and 
Counterparties
Employees and members of their families are recom-

mended to address the bank to get private financial 

services in countries, where the respective SBEU sub-

sidiary bank offers such services. Services granted to 

the employees should not damage the bank or discri-

minate against other clients.

Accordingly, employees of the bank should not use 

privileges granted by counterparties, if such privile-

ges are not available to other employees of the bank 

under the same terms and conditions within corpo-

rate programmes.

Special conditions of granting services to employees 

as clients may only be applied within special pro-

grammes of development and motivation, approved 

by the management bodies of the bank.

Q: One of the bank’s suppliers with whom I work on a day-

to-day basis offered me a discount on their goods. May I use 

this discount?

A: You may use this discount only if a similar discount has 

been granted to all SBEU employees. Otherwise, you should 

thank the supplier and refuse the offer politely.

Risk Culture

Did I receive training in Risk Management related to my 

work?

Can I manage risks related to my work?

Do I recognise my mistakes on time?

Do I review the planned decisions in relation to risks?

Do I understand the essence of the rules related to my work 

and do I follow not only in letter, but also their spirit?

We are continuously improving our Risk Manage-

ment system, so that the bank can be run successful-

ly in a constantly changing environment. Therefore, 

each employee should know about the Risk Manage-

ment rules adopted in the bank and act according to 

the principles of risk culture. In particular, you should:

• Identify risks related to your activity, analyse them 

and assess them using available tools given the limits 

of tolerable risk established by the bank;

• Openly speak and report any situations related to 

risks even if it seems irrelevant to your job, because 

timely detection of potential problems and recogni-

tion of mistakes help to minimise possible negative 

outcomes;

• Aim for collaboration and follow the general objec-

tives of the bank, including those formulated in its 

Development Strategy;

• Follow not only the letter, but also the spirit of the 

rules.

THE FOLLOWING RULES SHOULD BE KEPT IN MIND:

• Only engage in outside of business activities when 

you are free from performing your employment du-

ties at the bank;

• You have to get prior permission from your superior.  

In a second step approval from the Compliance

department is needed;

• Make sure that the other work does not affect your 

employment duties at the bank, and does not dama-

ge the image or the interests of the bank;

• Obey the rules of maintaining confidentiality of 

non-public information entrusted to you or learned 

in the process of performing your job duties, as esta-

blished by the bank.

• In doubt, you can ask the local Compliance depart-

ment. 

All topics related to possible conflicts of interest, 
such as outside business activities or participati-
on in third parties are covered by the provisions in   
Group Regulation on Compliance Risk Manage-
ment and Conflicts of Interest.    
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ADHERENCE TO 
ETHICAL BUSINESS 
PRACTICES
We categorically reject non-ethical practices of doing business in any form and require that all members of our 

team follow exactly both the law and the bank’s guidelines.

Fair Competition
Q: Do I receive and use information about competitors and 

partners legitimately?

A: In relations with our partners and competitors, we act 

according to the standards of fair competition and best bu-

siness practices. The bank complies with competition laws 

in all countries of doing business.

When choosing partners for the provision of services, 

performance of works or delivery of goods, the bank 

follows the principles of equality, justice and non-di-

scrimination. We collect and use information about 

partners and competitors only in a legitimate and 

ethical manner.

Counteracting Corruption
Q: Is the gift or benefit proposed to me by a bank’s partner 

acceptable or is it a concealed payment?

A: In its work, the bank adheres to the principle of not ac-

cepting corruption in any of its forms and manifestations 

(the “zero tolerance” principle) and is committed to promo-

ting an anti-corruption culture in society.

Under no circumstances may SBEU employees direc-

tly or indirectly, personally or via third persons, give, 

promise, ask for and receive bribes or make payments 

for the facilitation of administrative, bureaucratic, or 

other procedures in any form. The bank expects that 

its clients, counterparties and partners will observe 

their duties to counteract corruption.

Our common goal is to maintain the high business 

reputation of SBEU, so each employee of the bank 

in their day-to-day work shall make a reasonable 

effort to minimise the risk of business relations with 

counterparties, which were or may be involved in 

corrupt activity.

Q: A partner of SBEU proposed a service to me if I inform 

them of the parameters of the new products which the bank 

plans to launch in the near future. How should I react?

A: You should refuse this proposal and explain to the part-

ner that the bank does not provide such information prior to 

its official announcement.

More information on the principles of corruption 

prevention and counteraction and rules regarding 

granting or acceptance of personal benefits establis-

hed by the bank is set out in the Group Regulation 

on Compliance Risk Management and Conflicts of 

Interest.
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INFORMATION 
DISCLOSURE

We want our clients, employees, 

partners, shareholders and inves-

tors to have full and balanced infor-

mation on our activities. We aspire 

to be open and active in our com-

munications. We protect confiden-

tial information about clients, other 

information protected by law, and 

other data which can influence our 

competitive advantage.

Business Transparency
We ensure transparency of our actions, open interac-

tion with all different stakeholders and the publicati-

on of accurate, reliable and timely information, both 

financial and non-financial.  

When disclosing information, we are guided by the 

principles of regularity, consistency, efficiency, avai-

lability, authenticity, completeness and comparabi-

lity of the disclosed data. Belonging to Sberbank of 

Russia, a publicly listed company, we fully comply 

with the requirements of the regulators and stock 

exchanges to disclose information, and publish ad-

ditional information needed by our shareholders and 

all stakeholders in order to make investment or other 

decisions, creating a full and objective picture of the 

SBEU business activities.

More information on the bank’s standards and rules 

for information disclosure can be found in the SBEU’s 

internal guidelines.

Public Communications
There are few people who represent the bank to-

wards the public and the media. If a journalist asks 

you as an employee to comment on a question, you 

shall advise them to refer to the Corporate Commu-

nications department. Please, follow the group gui-

deline on Media and Public Relations in this respect.

Authorised individuals, when communicating with 

media representatives, investors, and analysts, or 

when performing any other public communica-

tions, are responsible for adhering to the bank’s re-

quirements, applicable legislation, and for ensuring 

authenticity and integrity of the transferred 

information.

Q: I have recently been invited to the university I gradua-

ted from to talk about my working life. Can I talk about my 

work at SBEU?

A: You may talk at any external events (conferences, fo-

rums, roundtables) and about your work experience in the 

bank after approval from your immediate supervisor and 

the Corporate Communications department.
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Social Networking

Employees should remember that communication 

via social networks is public by nature. Employees 

are prohibited to spread or discuss on social media 

platforms information related to the bank’s activity, 

including the use of logos, trademarks and branding 

of the bank without the bank’s permission, place 

photos and videos not reflecting the actual situation 

and/or discrediting the business reputation of the 

bank. 

Q: May I answer the questions and respond to the claims 

towards SBEU received on social networks?

A: Remember that whenever you communicate on the offi-

cial pages of the bank on social networks, you are perceived 

as a bank representative, and the information provided by 

you may be understood incorrectly. Answers to the ques-

tions and comments on the bank’s official pages in social 

networks need therefore to be prepared by authorised em-

ployees of the bank (Corporate Communications depart-

ment).

LinkedIn page of Sberbank Europe AG

Record Keeping - Retention Obligations
Each SBEU subsidiary has to take into consideration 

the local regulatory requirements and legislation re-

lated to the process of documents retention. 

Documents must be kept for a minimum of 5 years, 

or for a longer term in case local regulation requires.  

OUTSOURCING
Regarding outsourced activities it has to be ensured 

that the Outsourcing Agreement is in place cont-

aining the minimum standards of SBEU Outsourcing 

Regulation, the Service Level Agreement defining the 

service standards is drawn up with the service provi-

der, the risk assessment of the provider is conducted 

prior concluding of the Outsourcing Agreement and 

the performance of the outsourced activities is cont-

inuously reviewed.

The Outsourcing Regulation stipulates all rules that 

have to be followed.
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DATA PROTECTION

The protection of natural persons in relation to the 

processing of personal data is a fundamental right. 

The right to the protection of personal data is not an 

absolute right; it must be considered in relation to 

its function in society and be balanced against other 

fundamental rights, in accordance with the principle 

of proportionality.

Main relevant Data Protection Laws in Austria are 

the following:

• General Data Protection Regulation (GDPR – Regu-

lation (EU) 2016/679) which is the foundation of data 

protection law in Europe (since 25 May 2018);

• Federal Act concerning the Protection of Personal 

Data (Datenschutzgesetz – DSG) which supplements 

the Data Protection Regulation (GDPR).

All applicable data protection laws and regulations 

shall be followed in addition and in accordance with 

other applicable local laws, EU directives and regula-

tions.

Within SBEU, the Group Data Protection Regulation 

lays down rules, roles and responsibilities relating to 

the rights and freedoms of natural persons and in 

particular their right to the protection of personal 

data with regards to processing.

Information Security
All employees of Sberbank have to protect the pri-

vacy of our clients and ensure the confidentiality 

of our internal information sets. Within their job 

responsibilities, employees may have an access to 

non-public (confidential) information related to the 

Bank, their colleagues, customers, or counterparties. 

Be it in electronic format or contained in paper docu-

ments, information has become an important asset 

for every bank and therefore it must be properly pro-

tected.

Every employee is an information owner as he/she 

develops and processes pieces of information for the 

purposes of his/her professional activity. All emplo-

yees must apply the “need-to-know” principle and 

control access to data and regularly review access 

permissions to allow use of and access to relevant 

data only where strictly necessary.

Every employee is responsible for the classification 

of information, on the basis of Sberbank Europe’s 

internal guidelines and the necessity to protect the 

bank´s reputation.
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FINAL PROVISIONS
We are confident that if all SBEU employees closely 

follow the principles and norms of the Code it will 

increase the bank’s work efficiency, strengthen its 

reputation, and promote the development of solid 

business relations with clients and partners.

It is impossible to describe the right behaviour in all 

situations which may occur during our work. As an 

employee, use your common sense and adopt a res-

ponsible attitude to the bank’s reputation when you 

make any decisions.

For more detailed information on the rules of SBEU 

described in the Code, please see the bank’s internal 

guidelines aligned with the Code.

Responsibility for the Violation of the Code
Remember that adhering to the provisions of the 

Code is taken into account during performance re-

views and making decisions regarding promotion. If 

there are legal grounds for this, disciplinary measu-

res may be applied to employees who are not fulfil-

ling their commitments, according to the procedure 

established in the labour legislation.

Moreover, non-compliance with legal requirements 

such as counteracting corruption, preserving insider 

information and banking secrecy, can incur legal lia-

bility, including criminal liability.

Amendments to the Code
The Code may be amended by the approval of a new 

edition in order to correspond to new legal requi-

rements and ethical standards used in internatio-

nal practice. The new edition of the Code should be 

approved by the Supervisory Board on the proposal 

of the Executive Board, and the draft is to be prelimi-

narily discussed in the bank’s divisions. 

The Code is available on the SBEU’s intranet and cor-

porate website: www.sberbank.at
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TERMS AND 
ABBREVIATIONS
Abbreviation Description

SBAG 'Sberbank Europe AG'; Holding as a legal entity

SBEU 'Sberbank Europe'; Holding & legal entities 

EMPLOYEE All employees (regular, contracted, temporary) of the Bank

Spouses, common law spouses, children, parents, adoptive parents, 
adopted children, foster parents, foster children, siblings, half-bro-
thers and sisters, grandparents and grandchildren.

CONFIDENTIAL INFORMATION Information which is a commercial, banking or securities secret, 
personal data, and any other information which is not public, or 
information provided by an external source (e.g. bank client or any 
other third party) on conditions that this information would be kept 
in secret and used only for the purposes for which it was granted. 
Confidential information may exist in any form (written, spoken, 
electronic, etc.).

CONFLICT OF INTEREST A direct or indirect clash between property and other interests of 
the Bank and/or employees and/or one or more client(s) thereof 
which results in a situation when actions (omission) of one party 
may have an adverse effect on the other party.

CLOSE RELATIVES Spouses, common law spouses, children, parents, adoptive parents, 
adopted children, foster parents, foster children, siblings, half-bro-
thers and sisters, grandparents and grandchildren.

ETHICAL CONFLICT A situation of moral choice, when following one value would require 
a breach of another one that is just as important.

GIFT Any material or non-material item of value for which there is no 
liability to pay its usual price, including cash, securities, other pro-
perty, benefits and services of a material nature (works, services, 
payment for entertainment, vacation, transport, loans, discounts, 
granting property for use, including residential spaces, donations, 
charity and so on), granted or given in relation to the work in the 
Bank.

INSIDER INFORMATION Information related both to the insider information of the Bank, and 
insider information of the clients and counterparties of the Bank, 
submitted to the Bank. Insider information shall mean specific 
information which was not distributed or provided (including data 
constituting a trade, official or banking secret, a communication 
secret (e.g. with regard to money mail order information) and other 
legally protected secrets) and which, if distributed or provided, may 
have a significant impact on prices for financial instruments, foreign 
currency and/or commodities.
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Abbreviation Description

INTERNAL GUIDELINES For the purposes of the Code, internal guidelines shall mean any in-
ternal documents (including policies, regulations, working instruc-
tions etc.) of Sberbank.

MARKET MANIPULATION Actions taken in order to create the illusion of an increase and/or 
decrease in prices and/or trading activity on the securities market 
compared to the actual price level and/or actual trading activity on 
the securities market, in order to manipulate market participants to 
sell or buy publicly placed and/or floating securities.

RISK CULTURE A set of knowledge and principles of behaviour in the risk manage-
ment sphere, shared and used by all bank employees for timely 
identification, analysis, information and reaction to existing and 
future risks.

COMPLIANCE DEPARTMENT Covers the compliance unit, the compliance office; B-1 area. 

 THE CODE Contains both the Code of Corporate Ethics and the Compliance 
Code of Conduct and must be handled as one document.
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